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No organization, school, or business is immune to the risks of ransomware attacks. Be prepared 
to keep your organization protected. 

A new feature of the eRiskHub® portal, Ransomware Resources, is a new section full of 
ransomware-focused content, including ransomware tools, interviews with ransomware experts, 
best-practices downloads, and recommended ransomware security solutions. With access to 
interactive tools and tests, you’ll have access to the most up-to-date ransomware resources. 

Ransomware by the numbers
Coveware’s quarterly Ransomware Marketplace report aggregates statistics such as extortion demands, data 
recovery rates, and attack vectors.

Ransomware stress test
This no-cost, self-assessment tool helps gauge aspects of an organization’s security that a scan can’t read (MFA, 
backup strategy, insurance, etc.) but have great impact on the frequency and severity of ransomware incidents. 
Based on their result, organizations receive a prioritized list of recommended remediation actions, along with 
access to a knowledge base that provides more context.

Organizational self-assessment survey 
Gauge your organization’s implementation or lack of high-priority technical security practices relating to various 
network, system, and application solutions. These high-priority practices can help mitigate against a variety of 
high-profile, high-impact exploits that your organization may face from internal and external malicious actors.

Ransomware mock exercise
In this interactive game, watch as a simulated ransomware attack unfolds and make choices along the way 
regarding the best way to respond.

Interviews with ransomware experts
Forensic, remediation, and regulatory experts who have handled hundreds of ransomware events share their 
experience and insights in video and written interviews. Topics include:

•	 Life Cycle of a Ransomware Attack (video)
•	 RDP Exploits – A Cyber Criminal’s Favorite Attack Pathway (video)
•	 Cyber Risks During the COVID-19 Pandemic
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Learn more at secura.net/cyber

This document is for informational purposes only and is not intended to convey or constitute legal advice. HSB makes no warranties or representations as 
to the accuracy or completeness of the content of this document. Under no circumstances shall HSB or any party involved in creating or delivering this pre-
sentation be liable to you for any loss or damage that results from the use of the information or images contained in this presentation. This document does 
not modify or invalidate any of the provisions, exclusions, terms or conditions of the applicable policy and endorsements. For specific terms and conditions, 
please refer to the applicable endorsement form. 
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